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Introduction
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Why Trojans?

Profile of Trojan users

Real criminals...

...don’t write buffer overflows

The weirdness of the industry

U3 330

Examples

1aue|d aLy ueo

Bupayieb Aiunaas 1ausiu

punoJbsopun 15abie] oY)



Brief History of Trojans & Covert
Tunnels

Troj ans

From Quick Thinking Greeks ...
to Quick Thinking Geeks
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Trojans (Valid IP — No Filters)
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Trojans (Valid IP — Stateless Filter)

Internet

=

Controller

Dial Home Trojans
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Random Ports / Open Ports / High Ports [cDc]
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ACK Tunneling
[Arne Vidstrom]
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Trojans (Stateful Filters)

SPECIFIC
IRCACD SERVERS
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“ictim
(UnRouted Mebuor)

Proxy Senrar

Internet

Controller

Orrifice - http://bo2k.sourceforge.net
Gbot

Rattler
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Brief History of Trojans & Covert
Tunnels

Trojans

From Quick Thinking Greeks ...

to Quick Thinking Geeks

Tunnels

U3 330

Covert Channels
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Tunnels & Covert Channels

1985 — TSC Definition”Covert Channels”

1996 — Phrack Magazine — LOKI

1998 — RWWWShell — THC
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1999 - HTTPTUNNEL — GNU
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2000 - FireThru - Firethru



Conventional Trojans & how they fall

Stateful firewall & IDS

Direct model
Direct model with network tricks
ICMP tunneling

ACK tunneling

Properly configured stateful firewall

IRC agents +
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Authentication proxy

HTTP tunnel ++
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Personal firewall & Advanced Proxy
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Hybrid model: “GatSlag”

Combination between covert

Tunnel and Troj an

Defenses mechanisms today:

Packet filters (stateful) / NAT

U3 330

Authentication Proxies
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Intrusion detection systems 250
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Personal firewalls 2 :ﬁ 3

0o

Content/protocol checking ~ a3z
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Biometrics/Token Pads/One time passwords 23
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Encryption



A typical network
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How GatSlag worked

Reverse connection

HTTP covert tunnel

Microsoft Internet EXplorer as transport

Controls IE via OLE

U3 330

Encapsulate in IE, not HTTP

Receive commands in title of web page
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Receive encoded data as plain text in body of web page
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Send data with POST request

Send alive signals with GET request



Why GatSlag worked

Integration of client with MS Proxy

NTLM authentication

SSL capable

Registry changes

Personal firewalls

Just another browser

U3 330

Platform independent
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Via public web page — the MASTER site



Problems with Gatslag

The Controller’s IP can be obtained !
Handling of multiple instances
GUI support
Controller needed to be online
Batch commands
Command history
Multiple controllers
Upload facility not efficient
Platform support
Stability

Session level tunneling
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Setiri:
Advances In Trojan Technology

Design notes:

Web site contains instructions

CGls to create new instruction

Controller’s interface:

—EXEC (DOS commands, various)

—TX (File upload)

U3 330

—RX (File download)
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Directory structure — each instance
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Trojan “surfs” to web site — just a normal user would



Setiri:
Advances in Trojan Technology Il

Anonymity
Problems with normal proxies
Already using a proxy
Proxy logs

“Cleaners” provide anonymity

“In browser proxy” — Anonymizer

Trojan > Cleaner: SSL

U3 330

Cleaner -> Controller: SSL
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Challenges:
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Browser history

Temporary files
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2 Setiri Command - Microgoft Internet Explorer

hanane another Instance

SETIRI [ -

F'arametersl

Check pending

Directory of c:iigatslag

olys04 200z 07:02Zp zed,192 BHzZOOZ . doc
06.21:11.11.32 [exe] sat Oz/O3/Z002 07:43a E1,Z00 How G3 works.doc

06.24:11.27.54 [exe] dir o 0l/04/200z2 03:E8p 163,840 paper.doc
06.24:11.38.12 [exe] dir ci*.doc /s # Fileis) 473,232 bytes
06.24:11.38.40 [ testetf. fif b (citermpite StHf i

06.24:11.39.22 [b] cdir b (pending) Directory of c:\MEEQL7WDevTools) Sanpleshbackup

10,/2151998  12:39a 641,536 vhackup. doc
1l Fileis) &4l 536 bytes

Directory of c:3PerlE&lhegh PDEYRe

02/0L72002 03:E83p 40,960 TestRe.doc
1 Fileis) 40,960 bytes

Directory of c:3\Program Files‘ActiveState Perl Debugger

Index of XXXTEST

Name Last modified Sime Description

a Parent Directory 13-Tun—-z00Z 0O8: 33

& commatds [ z0-Jun-z00z EO:E7

& donm 18-Tun—-z00Z 09:04




<} Setiri Command - Microzoft Internet Explorer

Manane another Instance

SETIRI |iyg e

Parametersl

[FRETEST] Check pending

Dovmloaded file successfully - check upload directory.

06.24:12.12.18 [exe] dir ci**
06.241216.01 [t]
cACOMPARESPAYMENTINSTRUCTIONFORM.doc

CQPAREX

africa

[COMPAREX RETIREMENT FUHD: WVITHDRAWAL FORM AHD PAYMEHNT IHSTRUCTIOHNS
FERSONAL DETAILS:

Mlembers Mame: Employes Mumber:
Tax Office: Tax Ref. Number:
Comparny fBLU: Civision/'Department

BAMKING DETAILS:
Mame of Bank: | Mame of Branch: |

Branch Coda: | Account Mumber: |

Name of Account Holder:

Account Type: = auings | Current | Transmission

COMTACT DETAILS:

Telephone Mumber: Cell. Number: |
Residential Address:
Fostal Address:




a #Randomdataft #[Protected by-proxy30. anonymizer.com] - Microsoft Internet Explorer

lzzdktozshn! #exedoetd0n 21,11 11 524
lgrumzalyrry| Hevefidiv o 06 24:11 37 5448

Ihakodrropmd #exefidiv o doc 2806 2411 32
thefrortiteoam! #odftesttf il tat#06 24,11 38 40
Ihibpzsrehot | #tade Mdir tt#06 24,11 39 2244

Help

Destination
165.143.

Source

0591316 draadloos.
115.801161 draadloos.sensepost.
639 118.917482 draadloos.sensepost.
642 119, 811248 draadloos. sensepost,
647 120.547352 draadloos. sensepost.
649 121.336857 draadloos. sensepost.
AR 127 ANN244 draadlnns. sensennst.

- ' -

I

el alal ' Eal

Flags: 0Ox04 A
Fragment offset: 0
Time to Tive: 128
Protocol: TCP (0x0&)
Header checksum: 0x93ba {(correct)
source: draadloos.sensepost.com (196, 30.67.67)
Destination: 168.143.113.14 (1658.143.113.14)

B Transmission Control Protocol, Src Port: 3898 (38G98), Dst Port: https (4430, Seq: 2415450
Source port: 3898 (3898)
Destination port: https (4437
Sequence number: 2415450251
Acknowledgement number: 1080955183
Header Tlength: 20 hbytes

o

0000 OO0 60 97 2a 76 2a 00 d0 G0 OF ez T8 08 00 45 00 LT E. it
0010 00 28 46 16 40 00 80 06 593 ha <4 le 435 43 R L(F.8. .. CLF
n02a OF 32 01 bb 8F f8 d8 8b 40 6s 11 2f 5010 [ER.:.... ..@n0. P,
D030 44 70 FF 4e 00 00 DpOM. .

Filter: Itcp.dstpm’t == 443 j Feset||Pestination (ip.dst)

| — —_—




Why defenses fall

Firewalls (stateful/NAT)

Configured to allow user or proxy out

Content level & IDS
Looks like valid HTTP requests & replies
Files downloaded as text in web pages
No data or ports to lock on to

SSL provides encryption

Personal firewalls
IE valid application

Configured to allow browsing

Authentication proxies

User surf the web
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Demonstration

Controller (local)

routed net |
Internet |

|
mm b

Controller (Internet)

unrouted net

Firewall with NAT
and content checks
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Solving the dilemma

Delivery

White listing

User education

AV, personal firewalls

U3 330

Should you allow everyone to surf the ‘net?
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the largest underground
internet sccurity gathering
on the planet
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Conclusion
Awareness
Our motivation



